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ABSTRACT Unmanned aerial vehicles (UAVs) have been applied for both civilian and military applications;
scientific research involving UAVs has encompassed a wide range of scientific study. However, commu-
nication with unmanned vehicles are subject to attack and compromise. Such attacks have been reported
as early as 2009, when a Predator UAV’s video stream was compromised. Since UAVs extensively utilize
autonomous behavior, it is important to develop an autopilot system that is robust to potential cyber-attack.
In this paper, we present a biometric system to encrypt communication between a UAV and a computerized
base station. This is accomplished by generating a key derived from a user’s EEG Beta component. We first
extract coefficients from Beta data using Legendre’s polynomials. We perform encoding of the coefficients
using Bose-Chaudhuri-Hocquenghem encoding and then generate a key from a hash function. The key is used
to encrypt the communication between XBees. Also we have introduced scenarios where the communication
is attacked. When communication with a UAV is attacked, a safety mechanism directs the UAV to a safe home
location. This system has been validated on a commercial UAV under malicious attack conditions.

INDEX TERMS UAV, xbee, EEG signal, encryption, advanced encryption standard (AES).

I. INTRODUCTION

The role of Unmanned Aerial Vehicles (UAVs) in civilian
airspace has been growing, ranging from public safety
applications, to commercial use, to personal use by
hobbyists [42], [43]. The increasing affordability of UAVs
has broadened their use by hobbyists and enthusiasts, compa-
nies, and government agencies [34], [35]. This has subse-
quently led to the occurrence of severe incidents of different
type of attacks on both military and civilian UAVs. Security
flaws have been demonstrated in recent investigations of
inexpensive consumer UAVs, revealing these systems to be
vulnerable to attack.

Commercial activities such as Google’s “Project
Wing” [25], which has successfully tested its drones for food
delivery, and Amazon’s “Prime Air” service [2], which aims
to provide same-day package delivery, would place several
drones in commercial airspace, near population centers. This
increases the number of UAVs in civilian airspace and their
proximity to people. This increases the potential for, and
interest in, cyberattacks on those UAVs. These threats need

to be addressed in order to ensure that a UAV completes its
mission and is not used for a malicious purpose.

In this work, we propose a technique that secures the UAV
communication to the ground control station. The proposed
technique can generate an Advanced Encryption Stan-
dard (AES) encryption key, which is derived from an oper-
ator’s Electroencephalogram (EEG) signal. We have also
demonstrated a safety mechanism, which is activated in the
case of a third-party attack, to secure the UAV. This entire
system was validated on a commercially available UAV.

Most current commercial UAVs (e.g., Parrot, DYI,
DIJI, Dragonfly, PlexiDrone, DreamQii Robotics, etc.) are
equipped with XBee modules [8] and Bluetooth, which run
the IEEE 802.15.4 protocol, for enabling the control message
exchange between drones and the controller. To secure the
exchanged information, the IEEE 802.15.4 protocol provides
authentication and encryption to prevents unauthorized
parties from participating in the network and protect data
confidentiality. These security goals are achieved by incor-
porating a message authentication code (MAC) generated by
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authorized senders and receivers with a shared secret crypto-
graphic key and the AES block cipher. However, the open
nature of wireless medium brings severe threats to drone
communication resulting from unauthorized access and data
leakage [4]. To enhance the security of the drone and base
station communication, we have performed the testing on
a UAV, encrypting its communication to the ground control
station by configuring the XBee’s AES encryption key using
an EEG biometric key. After configuring the Xbee, we create
a simple attack scenario where the third party or attacker is
aware of the key and tries to attack the communication from
the UAV to the ground control station. We test our proposed
safety solution that enables the UAV to detect that an attack
has been attempted and should return back to the ‘“home”
station.

Il. RELATED WORK

There have been several incidents where the UAVs have been
remotely compromised, taking control of the UAV or making
it crash-land. The first known attack was initiated by the Iraqi
militants in 2009, when they gained access on a Predator
Drone (UAV) [12]. Later in October 2011, a key-logging
malware was detected on a Predator and a Reaper ground
control station, which propagate to both classified and unclas-
sified computers [31].

The claimed theft of a Sentinel RQ-170 UAV by Iranian
forces in December 2012 was a troubling incident. Hostile
agents were able to compromise the control system of
the craft and remotely land the UAV, obtaining crucial
information which includes mission plan and maintenance
data. There are competing theories regarding how the
RQ-170 Sentinel may have been lost. The simplest theory is
that a technical malfunction caused the UAV to mistakenly
land in Iranian territory [14]. A more nefarious possibility is
that, through a vulnerability in a sensor system, the UAV’s
global position system (GPS) could have been intentionally
fooled into landing to a location where the hostile agent
intended. This type of attack is generally referred to as a
“GPS-Spoofing” attack [11], [14]. An example of this type of
attack was demonstrated using relatively inexpensive equip-
ment, spoofing the GPS and taking complete control of the
UAV [15], [32], [33].

UAV infrastructure is moving towards more network-
centric command and control, where components are inter-
connected through mesh networks [6]. Some military UAV
systems, specifically the Global Hawk, have infrastructure
of this type already. Public safety and disaster management
UAVs are also moving to a similar network architecture for
planning and communication [19]. This enables fast commu-
nication and constant environmental and asset awareness,
but introduces security drawbacks. Most elements of the
UAV system are interconnected through a network, so if one
component fails, it would affect the other components which
might result in malicious behavior throughout the system.

Certain simulation-based testing with active military UAV
pilots have examined whether the autonomous behavior could
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provide a secure and safe solution to an attack. They deter-
mined that the best course of action includes navigating to an
earlier way point or switching from GPS-guided navigation
to less precise, but more reliable navigation [15].

An interesting perspective considers a scenario of vendor
and an attacker as a zero-sum network interdiction game.
From vendor’s perspective, the aim is to determine an optimal
strategy that evades attacks along the way during its travel
from source location to a destination point. It also takes
the expected delivery time into consideration, thereby maxi-
mizing the security of the UAV’s communication. Similarly,
from attacker’s perspective, the aim is to choose the optimal
attack locations along the path. This could result in potential
physical or cyber damage which would eventually maxi-
mize delivery time. Mathematically it was shown that this
“network interdiction” game is similar to a ‘‘zero-sum matrix
game”’. This results in two linear programming (LP) equa-
tions whose solutions attains the Nash Equilibrium (NE).
Solving the LPs would give the expected delivery time under
different conditions [41].

Biometric UAV authentication has largely been limited
to facial recognition alone. Facial authentication is prob-
lematic, since it can be easily deceived by an attacker if
they have a picture or significant visual cues of the actual
operator [3]. Various research has been done in imple-
menting EEG-based encryption on different security systems.
For example, in multilevel security systems a technique is
proposed to authenticate users using information from the
EEG data by performing motor imagery tasks [36]. Another
approach proposes to use rich information like gender and
age carried out by EEG signals to perform user authenti-
cation [37]. However, its application to UAV systems are
yet to be implemented, which motivated us to pursue this
research. We propose to use EEG signal characteristics to
secure communication between an operator and a UAV.

IIl. WIRELESS COMMUNICATION WITH A UAVY

In wireless communication, the transmitter role is to feed a
signal to an antenna for transmission. The radio transmitter
encodes the data into RF waves, which are projected to
a receiver. The receiver decodes data that comes from the
receiving antenna. The receiver also performs the task of
accepting and decoding specific RF signals while rejecting
unwanted or redundant data. The space between the trans-
mitter and receiver is called the environment. Xbee is one
of the mobile communicating devices that can be mounted
on a UAV for its communication with the ground control
station. Xbees only communicate with other Xbees (Fig. 1).
Xbees operate on the Zigbee protocol, following the IEEE
802.15.4 international standard. XBee is a product line and
a brand name developed by Digi International [8]. XBees
have the IEEE 802.15.4 standard in the bottom layer, but
also they have their own suite of protocols layered on top.
The IEEE 802.15.4 standard is a suite of protocols that
allows communication through low cost and low powered
devices [8].
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FIGURE 1. Basic block diagram of the system overview.

To achieve greater transmission range, Zigbee also allows
mesh networking functionality in addition to the IEEE
802.15.4 standard. Mesh networking forwards messages from
one node to another to reach the destination node through
the network. The frequency band used for transmission deter-
mines the transmission speed. XBee devices can also run
Zigbee compliant software, but need to be flashed with the
Zigbee firmware. This results in losing the XBee imple-
mentation advantages, but allows for full connectivity with
other Zigbee compliant devices. The manufacturer of XBee
868LP devices, which use proprietary multi point protocols,
specifies the device’s range to be 40 km. XBee devices do
not require the coordinator and end-device to be configured
in the network. In addition, the XBee 868LP chip uses Listen
Before Talk (LBT) and Adaptive Frequency Agility (AFA)
to check whether the channel is independent, and the data
can be sent. This potential allows multiple varied networks
to coexist, which allows dynamic data transfer [10].

Another framework, Killerbee [45], has both Zigbee and
the IEEE 802.15.4 based networks. Killerbee prevents Denial
of Service (DoS) attacks on nodes by setting repeated connec-
tions, replay previously recorded, sniffing and dumping
traffic, etc. However, to run the framework specific hard-
ware is required. It runs with three different USB dongles
with 2.4 GHz radio device, which makes it incompatible
with 868 Mhz band. Killerbee can also be integrated with
GoodFET hardware debug tool. Other research has indicated
that GoodFET mentions a common issue in Texas Instru-
ments and Ember chips to extract RAM (Random access
memory) even on a locked chip. It allows the user of both
devices to look in an encrypted packet and then apply the
correct key to decrypt the packet by trying all possible combi-
nations in the RAM.

To test the experiment, 2 XBee modules are required.
The below-mentioned data are needed to transfer the data
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from one XBee to another XBee (Point-to-Point) data.
It could be changed if the user had physical access to the
device.

« PANID

« Channel

« Baud Rate

« Device High (DH) address

o Device Low (DL) address

The device comes with the default values for Channel,
PAN ID, and Baud Rate [7]. It allows the change of Device
High (DH) and Device Low (DL) address for the customer
to test the device quickly. The user needs to only change
the DH and DL address of the other device so that it can
communicate [7]. The UAV manufacturer does not change
any parameters except for the DH and DL parameters. It uses
default values for the rest of the parameters. There are
different possibilities to get information about the DH and DL
values:

o Physical access: Reading them from the cover of the

chip;

o Physical access: Reading from the storage of the

chip;

« Software Defined Radio;

« Brute-Force.

Once the parameters are known by the attacker, fake data
can be sent, and different types of attacks can be performed.
However, this simple scenario is not fairly possible, since the
chips are hidden in the hardware of the user, and the attacker
is unaware of the physical address.

A. XBEE MODES

There are two different working modules of XBee. The initial
setup for basic communication is called the transparent mode.
In transparent mode, all the data received by the chip through
a serial interface is interpreted as payload and wrapped
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in a packet. The chip adds the DH and DL values with the
preamble and network ID from memory. To communicate
with another chip, the DH and DL values needs to be
changed [9].

Another mode that exists in XBee is the Applica-
tion Programming Interface (API) mode. In this mode,
the receiver expects payload plus API-frame which includes
payload. In the API-frame, the destination address can also
be specified along with other parameters. This provides a
benefit of not changing the DH and DL address every time
the destination needs to be changed for the payload. Simply
the API-frame can be sent to the device with the destination
address specified in the frame itself.

B. BROADCAST MODE

The XBee chip disposes of all packets that are received.
However, it contains another address than its own in the
destination address field. There is another alternative, which
was found; the utilized XBee gadgets take into consideration
sending and receiving of communication packets. Also, each
received packet, which is viewed as legitimate by the chip
autonomous of the sender’s address, will be recognized by the
accepting chip. Regardless of the possibility that the receiving
chip has an alternate destination address put away in its
memory, it will return an acknowledgment [38].

This element is utilized as a part of the product XCTU for
a device called “Node Discovery.” This permits the client of
one XBee chip to find different devices in a range, which are
utilizing a similar preamble and network ID. This usefulness
can be effectively manhandled for pernicious purposes as
the acknowledgment uncovers the address of the reacting
chip.

The main measure to confound discovery of the utilized
network is to change preamble and network ID. The param-
eters are checked in the firmware of the chip upon supply
of a packet. On the off chance that the estimations of
the preamble or network ID are not coordinating to the
ones present on the chip, the frame is not sent to the
serial connection, but rather specifically disposed of. This
was initially actualized to keep from interfering with other
network in range and over-burdening the serial output of the
chip with information from different networks. Since the chip
is restrictive, and just proprietary firmware can be introduced,
it is impractical to compel the chip to forward such packets.
If this were possible, the preamble and network ID would
likewise not contribute extra haziness [10], [38].

XBee gives a probability of changing the parameters
remotely. By sending the correct API frame having the DH
(or DL) parameter with another value, the remote chip will
briefly utilize the recently received address. To persevere the
change, another API frame with the Write (WR) command is
required. As no integrity checks are played out, an attacker is
additionally ready to remotely change the DH and DL address
of an any given XBee chip and can along these lines divert the
entire information exchange. When this is done, the attacker
has the whole control over the channel.
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C. XBEE ON-BOARD ENCRYPTION

Encrypting the channel would ensure the confidentiality of
the information. XBee provides such a feature as mentioned
earlier. This would be a convenient method to use since it
do not take much to implement. It avoids the attacker to
modify the internally stored data remotely without knowing
the correct encryption key. XCTU software can be used to
store the encryption key. Any user can use the XCTU soft-
ware to store an encryption key in the XBee chip to allow
encrypted communication. Of course, the key should be the
same on both sides, else the packets will be easily discarded.
As both sides use the same key, the encryption and decryp-
tion are completed using AES-128. The encryption occurs
symmetrically. The performance may be affected since the
chip requires time to encrypt and decrypt the payload. Link
layer encryption seems to be the most practical approach to
the problem, but cannot be applied to the above case [38].

D. ADDITIONAL APPROACH

If the on-board encryption as mentioned earlier is not used,
a man-in-the-middle attack [1] is still possible, the attacker
would not be able to read the content. Since a change of
address is still possible, the DoS attack might be performed
when the XBee encryption is disabled. Since there is no way
around it, and the encryption needs to be setup, which is not
possible in DoS attacks, an alternative needs to be found out
that provides the same bandwidth and functionality as the
XBee but does not allow changes of the internal parame-
ters. An option that might work is using duplicate channels
by using two Xbee communication channels with enabled
encryption on both of them. It only gives an additional logic
to split up the communication and reassemble [38].

Since encryption ensures confidentiality and not integrity,
the attacker could still read packets and replay them to under-
stand the consistent pattern. By any chance, if we know that
the attacker recorded the whole data stream and re-transmits
all split packets, then the application would not know the data
pattern that are valid and would act accordingly. To get rid
of such behavior, cryptographic nonces can be used. If the
packet is received twice, it should be discarded by the applica-
tion. The XBee chip cannot provide this functionality, as the
chip cannot make a decision whether the payload is allowed
to be sent again or not, so this is managed by the application
protocol [8], [38].

IV. APPROACH

An EEG signal is unique to a person at a particular time.
It is possible to generate a key unique to a particular user.
Since EEG behavior is activity-dependent, a user’s EEG
signal is unique to that user at that particular time [36].
This unique signal changes every few hours meaning that
it cannot be permanently ‘“‘stolen”. This unique key can
be used for encrypting the data using AES, which is used
in XBee communication. We have developed a method for
utilizing brain EEG signal characteristics to generate the
cryptographic key for AES data encryption and decryption.
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In this section, we describe our method for securing a UAV
communication using this EEG signal. We configure the AES
encryption key of the XBee device present on the UAV and
at the ground control station with the key generated from the
above procedure (see Fig. 1). We also provide an approach to
a safety backtrack path procedure in case the communication
is attacked [36].

A. EEG SIGNAL PROPERTIES

We record a user’s EEG signal using the Mindwave EEG
sensor for our evaluation [40]. The device consists of ear-
clip, headsets and a resting arm. This device outputs different
components of the EEG signal such as alpha, beta, gamma,
theta and delta waves every second (1 Hz). The device is
easy and comfortable to wear and also checks the person’s
attention and meditation levels. It is powered by a battery.
We opted to use Beta waves from the EEG signal as the
basis for our analysis. Beta waves (12-30 Hz) as shown in
Figure 2, are often classified into 81 (low Beta) and 82 (high
Beta) to gain a more specific range. The waves are generated
in the central and frontal areas of the brain. It determines the
concentration of the person doing a task. There is an increase
of B activity when a person focuses on mental tasks such as
resisting something or solving an analytical task [17] [36].
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FIGURE 2. Beta component of EEG waveform of 4 different people.

The patterns in the g waves are unique to each individual, making them
ideal for biometric encryption. The amplitude is the EEG power units.
Normally, the power spectrum band powers have units Volts-squared per
Hz, but since the values have undergone a number of complicated
transforms (Internally from the NeuroSky device) and rescale operations
from the original voltage measurements, there is no longer a simple
linear correlation to units of Volts and the values are simply referred as
EEG power units.

Among the waveforms present in the EEG signal, Beta
waves are used since these waves are related to performing
a mental task like drawing, solving analytical problems etc.
For simplicity we asked the subjects (users) to draw a random
picture on a piece of paper while the EEG sensor is connected
to the users and thus recording their Beta EEG data. It is also
a way to ensure that while the data were collected, the users
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were consciously aware that the data are being collected for
key generation.

B. FEATURE EXTRACTION

We record an EEG signal (Beta waves) from a specific user
for time period T'. Since the Beta waves are of less amplitude,
they are amplified by a certain value A. Later on, the data is
mapped through higher order Legendre Polynomials derived
from a Legendre Differential equation which is given by:

d a9
10— X2 —pp (O] + n(n + Dpu(x) =0 (1)
X ox

Higher order Legendre’s polynomials has the property of
carrying unique signatures. In more precise terms, the coef-
ficients derived from various degrees of polynomials match-
ings are unique for different individuals. It has been proven a
significant feature for QRS signals for ECG [18].

Legendre polynomials are computed using Rodrigues’s
formula, which is given by:

n

— 2 1\
Pr) = 50— 1) @

For data fitting we use an n-degree equation:

Y& =ao+ Y aipic). 3
1

The polynomial coefficients ag, ay, ...a, are merged
together along with a time window of size 7. We then use
the amplitude multiplier A to generate a raw feature vector
z = {cag, cay, cas, ...ca,, A, T} where ¢ is a constant to
boost the difference between coefficients. We map z to w
such that w = z x M + y. Here, M is an n X n invertible
matrix which meets the criterion: ), m;; = 1; where y is
a random vector whose elements lie in the range [2_9, 29].
To conclude, the polynomial coefficients are merged together
along time window of size T and uses amplitude amplifier A
to generate a raw feature vector.

C. RANDOMNESS EXTRACTION

Given the potential of the attackers to reconstruct the orig-
inal EEG signal from the feature vector, we attempt to
map the feature vector with some random vector using
linear transformation. So, after getting the feature vector w,
we utilize a reusable fuzzy extractor generated from (n, k)-
BCH (Bose-Chaudhuri-Hocquenghem) codes. These codes
form a class of cyclic error-correcting codes. It evidently
corrects the error occurred, along with the generator function
to get sufficient randomness from it [16].

The randomness derived from each feature 7; is computed
as r; = Hy(w;). Here, H, is a hash function which belongs
to a universal hash family. The universal hash family H is a
class of hash functions. Mathematically, H is defined to be
universal if the probability of mapping of distinct keys to the
same index is less than 1/ (/ is the length of the random-
ness string). Hashing is implemented after making a random
choice of hash function extracted from the universal class H.
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The universal hash function ensures the optimality in the
length of the extracted randomness [16].

For future authentication of feature values, we compute the
syndrome S.. If the feature element is interpreted as w;(x) =
Wiy + Wi X + ... +w;_,x"!, then every element w; should
have a matching syndrome S, for (n, k)-BCH codes:

Sey = witomodg(x) = fwita), wite), .. wite®}. @)

This randomness represents the feature vector in a different
form, so that attacker cannot reconstruct the original signal.
Advantages of using BCH codes:

e It can be easily decoded with the syndrome
decoding method;

e It requires simple hardware to function, so it
obviates the use of complex systems to perform the
decoding procedure making it easy to implement on
a low powered device;

e It is highly flexible, allowing control of block
length and acceptable error thresholds. This allows
for custom code to be designed for a given specifi-
cation;

e BCH are useful in theoretical computer science;
e Easy to implement in hardware;

e Widely used encoding and decoding technique.

D. KEY GENERATION

The key generated based on the above features is used to
secure the UAV communication channel. This key is used to
configure both the ground control station Xbee and the XBee
on-the UAV, thereby ensuring security of the communication
channel. The key K is generated based on chosen extracted
randomness from the previous step [16]. The key generation
technique is:

Randomly select g constants 1 < j; < ... < j; < n
to map several features to produce a feature vector v :=
{Wji»--..wj,}. Most of the times the feature vectors are
permuted.

The key K is produced based on extracted randomness 7, :
K :=rj||...llrj,, where || denotes concatenation.

E. CONFIGURING XBEE WITH THE KEY GENERATED
We secured the XBee’s communication using the generated
AES encryption key. For this experiment, we used the Mind-
wave sensor and an Intel 17 laptop to create the EEG-based
encryption. We assembled a UAV with a Pixhawk controller
connected to an XBee used to communicate with the ground
station’s XBee. The Pixhawk is connected to the XBee using
a serial port. After configuring the XBee with the gener-
ated AES encryption key, we tested the communication of
UAV with the XBee present at the ground control station.
The AES key configuration ensured secured communication
with the UAV.

We validated the system using a scenario where an attacker
was trying to intercept the communication between the UAV
and ground control station in order to override operator
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control. For simplicity, we assumed that the attacker already
knew the key generated and configured his/her own device
with that key, intending to maliciously communicate with
the UAV.

FIGURE 3. Experimental Setup.

As a safety measure, we preconfigured the UAV’s Xbee
to receive the commands from the ground control station
Xbee’s address. If the attacker tried to send the control signals
from its device then from the attacker’s packet address we
verified that a third party was intervening, and we activated
the Return-To-Launch (RTL) control signal in the UAV. This
would mean that the UAV identified that an attack was
attempted and should return to its starting location. The RTL
mode aids the UAV navigation from its current position to
hover above the home position. RTL is a GPS-dependent
move, so it is essential that GPS lock is enabled before
attempting to use this mode (Algorithm 1).

Algorithm 1 RTL Mode Activation in UAV
getAddress < xbeedata.getAddress()
if getAddress # groundcontrolstation.getAdress() then
LockGPS()
ReturnToLaunch()
else

Continue;
end if

The LockGPS() function ensures that the sensor is not
affected in any other way since it becomes completely inde-
pendent of the rest of the communication process.

Another proposed methodology would send a predefined
signal to the ground control station to configure the XBees
(both the ground control station and the UAV) with a new key
if an attack is attempted. We then run key generation from the
EEG signal on the ground control station and generate an new
key to ensure the communication is secure (Algorithm 2).

An alternative method to ensure secure communication
is to regularly change the key generated and configure the
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Algorithm 2 Key Change Request in UAV

getAddress < xbeedata.getAddress()

if getAddress # groundcontrolstation.getAdress() then
LockGPS()
SendKeyChangeToGroundControlStation()
WaitForKey()

else
Continue();

end if

Xbees at regular time intervals, achieving quite robust and
secure communication with the UAVs.

V. RESULTS

In the initial setup we collected the EEG data to be used
for the developed key generation pipeline. The data was
collected from a user performing a specific task that activates
the Beta component of the EEG signal. The collected data
(around 1000 data points), were fed to the key generation
pipeline described in the prior section. We extracted the
Beta components of different people, monitored doing similar
tasks (e.g., drawing). A normal EEG waveform of a single
person is shown in Figure 4.
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FIGURE 4. Sample EEG waveform (with all the components) of a user
performing a specific mental task.

Xbee has two modes of interaction: AT and API mode.
AT mode is also referred as “Transparent” mode. In trans-
parent mode, all the data received by the chip through a
serial interface is interpreted as payload and wrapped in a
packet. Another mode that exists in XBee is the Appli-
cation Programming Interface (API) mode. In this mode,
the receiver expects payload plus API-frame which includes
payload. In the API-frame, the destination address can also be
specified along with other parameters. This provides a benefit
of not changing the DH and DL addresses

We configure the XBees in AT mode to ensure that XBee’s
AES encryption mode is enabled and uses the EEG-based key.
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FIGURE 5. Waypoints set for the experiment in the first configuration.
The attack was discovered after the UAV navigated from waypoint 3 and
Return-to-Launch (RTL) was enabled. The drone was able to travel back
the originally deployed position.

FIGURE 6. Waypoints set for the experiment in the second configuration.
The attack was discovered after the UAV navigated from waypoint 5 and
Return-to-Launch (RTL) was enabled. The drone was able to travel back
the originally deployed position.

Since the EEG data changes for the same user over time,
the generated key from our pipeline would be different,
thus ensuring uniqueness of the key generated. This enables
users to configure the XBee’s AES key to different values
(see Figure 3).

We performed our proposed fail-safe mechanism using
a commercially-available quadcopter with an on-board
autopilot using Xbees to communicate with the secured
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ground control station. We setup an ordered set of waypoints In all of the experimental results, we can see that the drone
for the UAV using mission planner software. For our exper- was able to detect attacks at different locations (waypoints)
iment we setup different waypoints at different configura- and activated the RTL function to navigate back to origi-
tions and tested our methods at different times (Figures 5-8). nally deployed “home” location. For instance, Fig. 9 shows
FIGURE 7. Waypoints set for the experiment in third configuration. FIGURE 8. Waypoints set for the experiment in fourth configuration.

The attack was discovered after the UAV navigated from waypoint 2 and The attack was discovered after the UAV navigated from waypoint 2 and
Return-to-Launch (RTL) was enabled. The drone was able to travel back Return-to-Launch (RTL) was enabled. The drone was able to travel back
the originally deployed position. the originally deployed position.

FIGURE 9. Waypoints set for the experiment on the physical drone in real time. The attack was discovered after the UAV navigated after waypoint 4 and
Return-to-Launch (RTL) was enabled. The drone was able to travel back the originally deployed position. Video link:
https://www.youtube.com/watch?v=TXwQiGoNsjw&feature=youtu.be
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the results in real-time deployment on the field (Rancho
San Rafael Regional Park, near University of Nevada, Reno
campus). The attack was detected after waypoint 4 and
Return-to-Launch (RTL) was enabled to allow the drone to
travel back “home”.

The a priori goal was to travel these way-points and return
to a base location if an attack was detected. We introduced a
third party attacking mechanism, maliciously sending control
signals to the UAV. Our algorithm successfully detected the
intervention (since the received packets at the UAV’s XBee
had a different source address). After detection of the inter-
vention, the UAV initiated its RTL mechanism and returned
to the base GPS location without completing the directed
trajectory.

We tested our other approach of changing the key when
an attack is detected. During this test we set up the same
waypoints and introduced a similar type of attack along
the way. After successful detection of the intervention,
the algorithm sent a key change request to the ground
control station, during which, the UAV’s communication was
restricted to the ground control station and it hovered at a
specified location where the attack was attempted. After the
Xbee was configured to a new AES key, navigation resumed
to the destined location.

For more information of the implementation demonstra-
tion, the reader can watch this video link:

https://www.youtube.com/watch?v=TXwQiGoNsjw&
feature=youtu.be

VI. CONCLUSION

We have provided an approach for biometric encryption
of a UAV communicating with the ground control station.
We have also provided a safety mechanism for the UAV
in case a third-party attack is detected along the way. We have
demonstrated this fail-safe mechanism on a commercially-
available UAV. This approach can be used for any UAV
scenario where cyberattacks are a particular concern. Our
approach not only adds a layer of additional security to the
UAV but also provides a unique way for securing the UAV
with low-cost resources.

VII. DISCUSSION

Our proposed algorithm can be further extended for authenti-
cation scheme of multi-UAV scenarios [20], [21], [23], [30],
where a cluster of UAVs aim to authenticate their
controller [44]. A possible approach is to have each
member of a UAV cluster sequentially verify the controller
one by one utilizing the proposed authentication scheme.
Formation control and cooperative learning in multi-robot
systems can be utilized to enhance the safety secu-
rity mechanism [5], [13], [22], [24] through cooperative
sensing [28], [29].

The EEG key generation technique can be enhanced
from extracting polynomial coefficients to perform a statis-
tical analysis of the EEG data. One potential approach
could use the averaged event-related potential (ERP) [39],
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which has the potential to provide more accurate bio-
metric identification. It describes the Cognitive Event-
Related Biometric Recognition (CEREBRE) protocol [39],
an ERP bio metric protocol designed to express individual’s
unique responses coming from multiple functional brain
systems (e.g., the primary visual, facial recognition, and
gustatory/appetitive systems). The results based on their
approach indicate 100 percent identification accuracy in a
pool of 50 users.

The idea for statistical analysis for EEG is to extract consis-
tent parameters in an EEG signal of a particular user. This
consistency ensures a single key or a single type of key with
a known variance. Identifying other consistent parameters of
brain EEG signals that highlight the task in which a particular
user is performing like sleeping, doing a different mental
tasks, etc., would not only help identifying a state of mind
(which is important for generating a key from sleeping person
would defeat our purpose), but also identify the intensity of
state of mind of different individuals performing a different
task. This requires different volunteers performing different
tasks. This requires active data collection for a longer period.

Another idea is to use only the three dimensional (3D)
data acquired over time as the UAV travels in a specified
path. Assume a scenario, where the ground control station
specifies a path for a UAV to travel from Point A to Point
B. Since the UAV is equipped with 3D sensors (i.e., Velodyne
LiDAR) we attempt to store the 3D data in memory and
perform the alignment of 3D point clouds to reconstruct the
scene [26], [27] as the UAV acquires through time along the
way. Assume that at a certain point, X, an attack was detected.
Our approach is to cut/disable all the communication of the
UAV to the ground control station and use only the previously
reconstructed scene to navigate and find its way back to
“home”. It essentially simplifies as follows: understand the
environment, detect the key features, find a path to return to
the “home” position based on the reconstructed 3D scene
until the attack was detected.
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